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Abstract  
The increasing use of mobile devices has been accompanied by the development of mobile cloud-
computing applications (MCC apps) that are multi-platform applications sending the users’ data to the 
cloud. Despite the benefits of MCC apps, they raise privacy concerns because the users’ information is 
sent to remote locations where users lack direct control. This paper studies how individuals weigh the 
privacy costs and benefits of disclosing personal information to MCC apps and proposes a model. 
Analyses of data collected through an online survey with 439 responses provides insights into the 
predictors of disclosing personal information to MCC apps. The results show that the main inhibitor of 
disclosing personal information to MCC apps is perceived privacy concerns and the main enablers are 
perceived usefulness and trust. Moreover, perceived ease of use does not directly affect the disclosing of 
information to MCC apps. The paper’s theoretical and practical implications are discussed. 
Keywords  
Mobile cloud computing applications, privacy calculus, structural equation modeling, mobile applications, 
cloud computing, privacy concerns.  
Introduction 
Mobile devices (e.g., smart phones, tablets, and laptops) have been increasingly used by individuals over 
the past few years. Moreover, many individuals have multiple types of mobile devices; a 2014 survey 
found 73 percent of smartphone users to have a tablet and sometimes work with both devices 
simultaneously (Salesforce 2014). Thus, the paradigm of developing applications has shifted from 
traditional locally-installed applications to cloud-computing applications (Sultan 2010).  
Mobile cloud-computing applications (MCC apps) are internet-based multiplatform applications that can 
be installed on various types of mobile devices with different operating systems. MCC apps reside on 
users’ devices, but the associated data are transferred to and processed by cloud servers. MCC apps have 
some specific attributes that differentiate them from other types of applications (e.g., mobile 
applications), including: (a) data for MCC apps are stored mainly in cloud servers, which may be 
geographically dispersed; (b) data for MCC apps can be simultaneously accessed by multiple devices; 
(c) MCC apps support almost all highly used operating systems (e.g., iOS, Android, Windows); and (d) the 
providers of MCC apps automatically back up users’ data on cloud servers, without users’ efforts. 
Moreover, some MCC apps might be launched by web browsers, and may also let the users have an offline 
copy of their data.  
Despite fulfilling many mobile device users’ needs and serving important functions, MCC apps raise 
privacy concerns about disclosing personal information to these apps (Umair et al. 2016). In a 2014 
survey by Cloud Security Alliance, most of the respondents expressed concerns about the fact that cloud 
providers can use users’ data for secretive purposes without their consents (Cloud Security Alliance 2014). 
The safety of transferring data to cloud and data theft in cloud by hackers, other cloud users, and the 
providers are the main privacy challenges of giving information to the cloud (Pearson et al. 2009). 
Although privacy in MCC apps has been discussed in the computer science field from a technical 
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perspective (e.g., Malik and Chaturvedi 2013; Suo et al. 2013), the behavioral aspect of this issue has not 
been discussed adequately. 
Recognizing the above gap, this paper seeks to better understand the predictors of individuals’ privacy 
decision making to disclose personal information to MCC apps by adopting privacy calculus theory. More 
specifically, it addresses the following research question: what are the privacy costs and benefits of 
disclosing personal information to MCC apps? Although prior privacy calculus studies focus on intention 
to adopt a technology (e.g., Xu et al. 2005), this paper concentrates on individuals’ willingness to disclose 
personal information. This enables us to examine not only intention to use MCC apps, but also 
individuals’ willingness to provide personal information to MCC apps that send the information to remote 
locations as the condition of using such applications (Dinev and Hart 2006). 
Literature Review 
There is a large body of privacy research on privacy issues about cloud computing users, providers, and 
their interaction (e.g., Nanda and Mishra 2012; Takabi et al. 2010). This prior research can be categorized 
into four streams: (a) cloud computing general privacy issues; (b) cloud computing privacy design and 
architecture; (c) cloud computing privacy regulation; and (d) cloud computing data privacy.   
Cloud Computing General Privacy Issues  
Research has discussed several general privacy concerns about cloud computing that should be 
considered by cloud computing users and providers. Pearson (2009) argues that privacy concerns and 
their severity are different from one cloud computing scenario to another one. For instance, if the 
information gathered by cloud computing services is public, there might be a low privacy risk, and if the 
information is private (Individuals’ location, preferences, calendar and social networks), the privacy risk 
is high. Takabi et al. (2010) list several security and privacy concerns about cloud computing from 
different perspectives including authentication and identity management, access control and accounting, 
trust management and policy integration, secure-service management, privacy and data protection, and 
organizational security management. 
Cloud Computing Privacy Design and Architecture 
Studies of solutions for privacy issues about cloud computing have focused on design and architecture of 
the cloud as key to providing the necessary privacy features. For example, Alruwaili and Gulliver (2014) 
propose an information security, privacy, and compliance (ISPC) readiness model that evaluates whether 
an organization is prepared sufficiently to resolve privacy issues and address compliance violations.  
Cloud Computing Privacy Regulation 
This research stream focuses on the role of law and regulations in the relationship between cloud 
computing users and providers and in alleviating cloud computing privacy concerns. Mather et al. (2009) 
argue that the following regulations relate to concerns about cloud computing: Federal Rules of Civil 
Procedure, USA Patriot Act, Electronic Communications Privacy Act, the U.S. Federal Information 
Security Management Act of 2002 (FISMA), the Gramm-Leach-Bliley Act (GLBA), and the Health 
Information Technology for Economic and Clinical Health (HITECH) Act. Svantesson and Clarke (2010) 
divide the structure of cloud into domestic clouds and trans-border clouds and emphasize that each 
structure needs different regulations.  
Cloud Computing Data Privacy  
Since most cloud computing customers use cloud services to store and save their important information, 
data privacy is another relevant stream of research. Chen and Zhao (2012) present a data life cycle 
(generation, transfer, use, share, storage, archival, and destruction) and analyze data security and privacy 
at each phase of the life cycle. Khan and Hamlen (2012) suggest another approach to preserve data 
privacy in cloud computing, arguing that the cloud providers can implement a mechanism of anonymizing 
circuit based on Tor, by which users can safely transfer their private information to the cloud. 
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Although the above studies provide useful insights into the cloud computing privacy, behavioral aspects of 
cloud computing privacy have received little attention. Prior research also does not examine individuals’ 
privacy concerns about MCC apps. Next, we examine behavioral aspect of privacy issues and argue what 
factors individuals consider the privacy cost and benefit of disclosing personal information to MCC apps.  
Theory Development 
We present the research model for willingness to disclose personal information to MCC apps based on the 
privacy calculus theory (Figure 1). In this study, personal information includes any information that can 
be considered private from MCC apps users’ point of view.    
Perceived Privacy Concerns  
 
Since measuring privacy is almost not possible and assessing privacy is based on cognitions and 
perceptions, much of information systems privacy research measures privacy by perceived privacy 
concerns (Smith et al. 2011). Perceived privacy concerns are considered one of the main barriers of using a 
new technology. For instance, Dinev and Hart (2006) include privacy concerns as the privacy costs in 
their calculus model, and they found privacy concerns have a negative impact on willingness to disclose 
information to internet. In this research, privacy concerns include concerns about any opportunistic 
behavior that MCC apps providers can perform with users’ personal information. Although MCC apps are 
installed on the users’ personal devices, the information given to the applications is transferred to MCC 
apps servers that are in unknown locations to the users, which increases privacy concerns of MCC apps 
users. Thus, we posit: 
H1: Perceived privacy concerns inhibit willingness to disclose personal information to MCC apps. 
Willingness to Disclose 
Personal Information to 
MCC Apps
Perceived 
Privacy Concerns
Perceived 
Usefulness 
Perceived Ease 
of Use
Trusting 
Beliefs
H1—  
H2+
H3+
H4+
H5+
  Control Variables
• Age
• Gender
• Internet experience
• MCC apps experience
• Invasion of privacy in 
past
• Media exposure
Privacy Cost
Privacy Benefit
Perceived 
Privacy Risk
H6+
H7—
 
Figure 1. The Research Model 
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Trusting Beliefs 
 
Trust plays a key role in any exchange between two parties, especially in online transaction context.  
Trust facilitates an online transaction by encouraging the parties to disclose information to each other. As 
trust is multi-dimensional in nature, we incorporate one of its constructs proposed by McKnight et al. 
(2002), i.e., “trusting beliefs,” and propose that trusting beliefs are important when individuals decide to 
disclose their personal information with cloud apps. This is consistent with prior privacy literature, 
finding trust to be a key predictor of intention to disclose information (e.g., Jarvenpaa et al. 1999). 
Similarly, Metzger (2004) argues that when individuals weigh the benefits and costs of a social 
transaction, trust increases the transaction as it reduces the costs of transaction. Thus, we expect that: 
H2: Trusting beliefs facilitate willingness to disclose information to MCC apps. 
 
Perceived Usefulness and Perceived Ease of Use 
 
Technology acceptance model (TAM) offers two predictors of adopting a new technology, namely 
perceived usefulness and perceived ease of use (Davis 1989). TAM constructs have also been incorporated 
in privacy models to better understand the privacy-related behavior of individuals (e.g., Pavlou 2001).   
In the context of MCC apps, perceived usefulness refers to the extent to which an individual believes that 
using MCC apps can enhance his or her performance, and perceived ease of use refers to the extent to 
which an individual believes that using MCC apps is free of effort. We propose that perceived usefulness 
and perceived ease of use increase the benefits of disclosing personal information, and therefore are likely 
to increase the individual’s willingness to disclose personal information. Consistent with TAM, we also 
expect perceived ease of use to affect perceived usefulness. Thus, we hypothesize that: 
H3: Perceived usefulness facilitates willingness to disclose personal information to MCC apps. 
H4: Perceived ease of use facilitates willingness to disclose personal information to MCC apps. 
H5: Perceived ease of use facilitates perceived usefulness. 
 
Perceived Privacy Risk 
 
The concept of perceived risk deals with the uncertainty and the consequences of purchasing a product or 
using a service (Dowling and Staelin 1994). One important facet of perceived risk is privacy risk, which 
refers to the potential loss of personal information due to opportunistic behavior (Featherman and Pavlou 
2003; Malhotra et al. 2004). The opportunistic behaviors regarding disclosing personal information are 
information collection, processing, dissemination, invasion, and sharing to third parties or governmental 
agencies (Xu et al. 2011). As perceived privacy risk might affect individuals’ perceptions about using a new 
technology or an IT tool, several empirical studies found that perceived privacy risk affects behavioral 
intention to use (e.g., Cazier et al. 2007).  
Perceived privacy risk is a unidimensional construct while perceived privacy concerns is a multi-
dimensional construct, and prior research supports perceived privacy risk as an antecedent of perceived 
privacy concerns (for a review, see Smith et al. 2011).  Similarly, we propose that when MCC apps users 
perceive high potential of losing their personal information by disclosing, they will perceive greater 
privacy concerns about disclosing their personal information to MCC apps. Thus, we hypothesize: 
H6: Perceived privacy risk has a positive effect on perceived privacy concerns of disclosing personal 
information to MCC apps.       
Risk and trust have been shown to be highly correlated and mutually affecting each other (Mayer et al. 
1995; Jarvenpaa et al. 1999). Empirical evidence shows the negative relationship between perceived 
privacy risk and trust (e.g., Malhotra et al. 2004; Xu et al. 2005). Consistent with this prior research, we 
expect that perceived privacy risk decreases trust of disclosing personal information to MCC apps.  
Thus, we hypothesize: 
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H7: Perceived privacy risk has a negative effect on trust of disclosing personal information to MCC apps.   
 
Control Variables 
We use several control variables based on privacy literature. More specifically, we include age, gender, 
internet experience, MCC apps experience, invasion of privacy in past, and media exposure as controls. 
 
Methodology 
Measures 
We developed the measurement scales of the constructs in our model based on reviewing literature 
extensively. Thus, validated standard scales were adapted to the context of the study. In the introduction 
of the survey, we described mobile cloud computing applications (MCC apps) and mentioned well-known 
MCC apps in each category, for example: Instagram and Snapchat as photo sharing MCC apps; WhatsApp 
and Viber as instant messaging MCC apps; Evernote as a note taking MCC app; and Dropbox and Google 
Drive as MCC storage apps. To understand users’ willingness to disclose personal information to MCC 
apps, we adopted the items from Malhotra et al. (2004). We measured perceived usefulness and perceived 
ease of use based on the items from Davis (1989). Trusting beliefs were measured by the items developed 
by Malhotra et al. (2004). The items of perceived privacy concerns and those of perceived privacy risk 
were derived from Dinev and Hart (2006) and Xu et al. (2011) respectively. All the items used in the 
survey are based on a seven-point Likert scale.  
Data and Sample 
We used a web-survey in the United States to collect data for testing the research model hypotheses. We 
first conducted a pilot study with 30 respondents and used it to refine the survey. We then posted the 
survey online so that various age groups with different education and genders could easily access it. As a 
result, we collected 600 online responses. After removing responses that were completed in very short 
time (i.e., less than 420 seconds), the sample includes 439 responses.  The results show females 
comprised 53.1%, while males comprised 46.9% of the sample. The age groups were categorized as 
follows: 18 to 24 (10%), 25 to 29 (29.8%), 30 to 34 (21.8%), 35 to 39 (10.7%), 40 to 49 (12.9%), and 50 and 
above (14.5%). The results of level of education show that 42.1% of the respondents had high school 
education or some college, 44% had bachelor’s degree, 11.4% finished master’s degree, and 2.5% had 
doctorate. We also measured the number of years our respondents used internet and MCC apps. The 
findings demonstrate the respondents used internet for 10 years and under (12.5%), 11 to 15 years 
(28.4%), 16 to 20 years (41.2%), and 21 years and above (26.8%). MCC apps were used by our respondents 
for 3 years and under (51%), 4 to 6 years (33.7%), 7 to 9 years (10.2%), and 10 years and above (5%).  
The fact that a majority of the respondents have used internet for more than 10 years, but worked with 
MCC apps only for a few years is consistent with MCC apps being a relatively new phenomenon. 
Reliability and Validity 
We checked the reliability and validity of the data based on prior recommendations (e.g., Straub et al. 
2004). Table 1 shows the means, standard deviations, and reliabilities of the measures as well as the inter-
variable correlations. All the values of Cronbach alpha (α) and composite reliability (CR) exceed the 
recommended threshold of 0.70 (Nunnally 1978), supporting the reliabilities of all constructs. Moreover, 
principal component analysis with Varimax rotation found no cross loading of 0.40 or above (McKnight et 
al. 2002). However, one of the items measuring perceived privacy risk had a factor loading below 0.40 
and, therefore, we removed it from our analysis. We next tested the measurement model using structural 
equation modeling in STATA 14.2. The fit indices show satisfactory fit for the measurement model, with 
2/df = 2.73, RMSEA =0.063, SRMR = 0.040, CFI =0.962, and TLI =0.955 (Hu and Bentler 1999). 
Convergent validity is supported by all values of average variance extracted (AVE) being above the 
threshold of 0.50 (Table 1), and discriminant validity is supported by all inter-variable correlations being 
below the square roots of the associated variables’ AVE values (Segars 1997).  
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Variable Mean S.D. AVE α CR PPR PPC TB PU PEOU WIL 
Perceived Privacy Risk (PPR) 4.96 1.17 0.69 0.86 0.87 0.83      
Perceived Privacy Concerns 
(PPC) 
5.09 1.40 0.83 0.95 0.95 0.76*** 0.91     
Trusting Beliefs (TB) 4.22 1.28 0.74 0.91 0.92 -0.35*** -0.33*** 0.74    
Perceived Usefulness (PU)  5.11 1.20 0.78 0.93 0.93 -0.19** -0.06 ns 0.36*** 0.88   
Perceived Ease of Use 
(PEOU) 
5.44 1.21 0.79 0.93 0.93 -0.07ns 0.06 ns 0.19** 0.53*** 0.89  
Willingness to Disclose 
Personal Information (WIL) 
3.96 1.43 0.80 0.93 0.94 -0.28*** -0.23*** 0.45*** 0.45*** 0.18** 0.89 
Notes. Diagonal is square root of average variance extracted (AVE). ns = insignificant; * p < 0.05;  
** p < 0.01; *** p < 0.001. S.D. = standard deviation; α = Cronbach alpha; CR = composite reliability. 
Table 1. Descriptive Statistics, Reliabilities, Average Variances Extracted, and Correlation 
 
Data Analysis and Results 
Structural Equation Modeling—Structural Model 
We tested the research model using structural equation modeling in STATA 14.2 with the mean-adjusted 
maximum likelihood method. Figure 2 shows the emergent model with path coefficient values and  
z-values. The results reveal that perceived privacy concerns (z = -1.80, p < 0.05) have a negative impact 
on willingness to disclose personal information to MCC apps, supporting H1. We found that trusting 
beliefs (z = 5.52, p < 0.001) affect willingness to disclose personal information to MCC apps, supporting 
H2. Perceived usefulness (z = 7.30, p < 0.001) was found to affect the dependent variable, supporting H3. 
The results show perceived ease of use (z = -1.12) does not have a significant impact on willingness to 
disclose information to MCC apps. Thus, H4 is not supported. This finding is consistent with cloud-
computing adoption studies that have found perceived ease of use to not affect intention to adopt cloud 
computing services (e.g., Burda and Teuteberg, 2014).  However, perceived ease of use significantly affects 
perceived usefulness (z = 13.01, p < 0.001), supporting H5. The control variables do not have significant 
effects. Fit indices of the emergent model meet the recommended thresholds, with 2/df = 2.45, RMSEA = 
0.058, SRMR = 0.065, CFI = 0.953, and TLI = 0.940. As a result, fit indices show satisfactory fit for the 
emergent model (Hu and Bentler 1999). 
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Willingness to Disclose 
Personal Information 
to MCC Apps
Perceived Privacy 
Concerns
Perceived 
Usefulness 
Perceived Ease of 
Use
Trusting Beliefs
Supported positive path
Unsupported path
   Supported negative path
*p<0.05, **p<0.01, ***p<0.001, ns=insignificant, ᵠone-tailed p<0.05
Notes. Perceived privacy concern is significant in one-tailed test. Standardized path coefficients are given, 
and z-values are in parentheses.   
-0.09ᵠ
0.29***
(-1.80 )
(5.52)
0.54***
(13.01)
-0.29***
(-5.51)
Perceived Privacy 
Risk
0.76***
(24.38)
Figure 2. The Emergent Model: Results of SEM 
 
Discussion and Conclusion 
With the sharp increase in producing mobile and hand-held devices, the development of mobile cloud 
computing applications (MCC apps) has been extensively considered by software developers, and the 
number of such applications grows every day. Each MCC app might have its own benefits and risks, but 
the fact that all MCC apps send the users’ data to a remote location where the users do not have direct 
control raises a red flag and provokes privacy concerns.  This study is one of the first attempts at exploring 
privacy considerations of MCC apps from behavioral perspective. We examined how individuals weigh the 
costs and benefits of disclosing sensitive information such as personal information to mobile cloud 
computing applications. To do so, we found the predictors of disclosing personal information in MCC 
apps context and the antecedents of those predictors. Overall, our study demonstrates how individuals 
perceive privacy concerns, and how TAM constructs cannot always be perceived as the benefits of 
adopting and using a system. Moreover, the effect of individuals’ differences that have been used in our 
study as the control variables (age, gender, internet experience, MCC apps experience, invasion of privacy 
in past, and media exposure) is negligible and can be ignored. 
This study sheds light on privacy costs and benefits of MCC apps and offers several theoretical and 
practical contributions. First, technology acceptance model (TAM) constructs have been used numerous 
times in research as the predictors of a new technology adoption.  We found that although the MCC apps 
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are considered useful since MCC apps and the users’ data can be accessed from multiple users’ devices, 
these applications are not necessarily contemplated ease of use. In other words, individuals view the 
usefulness of applications as a benefit to reveal their information, but they do not have the same opinion 
on ease of use. Accordingly, in terms of privacy and its benefits, ease of use cannot convince individuals to 
use MCC apps and disclose their personal information. Both TAM constructs are not always the predictors 
of adopting a new technology and should be thought as privacy benefits cautiously.  
Second, as Culnan (1993) suggests, privacy should be examined in different settings to be understood 
thoroughly, this study argues a new view on privacy by arguing how individuals weigh the costs and 
benefits of disclosing personal information in a new context, MCC apps. More specifically, the results 
suggest that perceived trust and perceived usefulness of MCC apps are viewed as the benefits, whereas 
perceive privacy concerns and risk are viewed as the costs of using these applications. 
Finally, this study suggests to MCC apps developers and providers that investing in the ease of such apps 
does not directly attract more individuals to use MCC apps. The providers should instead focus on 
creating useful features more to encourage individuals to use MCC apps. Furthermore, if the providers 
can reduce the individuals’ privacy concerns (e.g., providing and including privacy policies on their 
applications), more individuals will be willing to use MCC apps and disclose their information.  
In conclusion, we investigated privacy costs and benefits of disclosing personal information to MCC apps. 
We proposed our research model by adopting privacy calculus theory and tested the hypotheses with an 
online data set and structural equation modeling. This study highlights opportunities for MCC apps 
researchers and developers to study privacy issues associated with these apps more and offer appropriate 
solutions. 
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